IT Business Continuity Plan (BCP)
1. Server Failure - System recovery procedure

· Rebuild server and backup restore
· System recovery takes approximately 1-2 hours, provided there is sufficient server storage space and the backup data is ready.
· In the event of a server failure caused by a power outage, the server can continue to operate for 30 minutes thanks to an uninterruptible power supply (UPS)
· In the event that SharePoint becomes unavailable due to a Microsoft server failure, data will be temporarily relocated to our server (192.168.1.45 or .6)

2. The internet is not working.

In cases where the internet is down but the issue does not originate with the ISP
· check your Firewall  , Power connectors.
· As for the time required to resolve the issue, I was advised that it depends on the specific problem encountered.

3. Outlook Failure.

· If the Outlook application on laptops cannot be used, Outlook on the web can be used as a temporary alternative.
· In the event of a global Outlook outage or an email server failure, the MMT IT team advises that the time required to report the issue to Microsoft or to complete recovery depends on the specific nature of the problem.


4. Ransomware attack.

· Disconnect that machine from the domain as soon as possible to prevent it from spreading to other machines.
· Disconnect from the Internet, OneDrive, or any shared applications.
· Quickly format the device and wipe all data.
· Investigate the root cause of the ransomware attack to prevent future occurrences.
· Check all machines that might be similarly affected.

